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1. Getting started with EmNOC

1.1 Overview
EmNOC (Emerging Network Operations Cengr) offers a comprehensive suite of network and service
assurance tools for enterprises and service providers.

After installing and starting the EmNOCprobe software on one device in a network, the application
will automatically create an inventory of all visible network devices. For each device, a comprehensive
set of data is acquired. From this point in time, the probe will begin to save data for both network
traffic and individual device performance. All collected data is saved to a central server (the EmNOC
portal).

The network can now be managed via the EmMNOC web portal website using your usual web browser.
From this operations centre, you can monitor alerts of any problems occurring within the network,
perform various analyses of performance data and search for devices using a range of criteria.
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1. Alert Tally
1 To Date : Number of alerts for all domains to date.
1 Unack : Number of alerts that are unack nowledged.
1 Today : Number of alerts that have been raised today.
1 The first row shows the total number of alerts for each category, and the subsequent three
rows break these totals down into alerts of Major, Minor and Info priority .
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1 *‘k Shows that the audible alert indication is disabled. An audible alert can be enabled
within Settings -> Alerts.

1 m=: Thisicon changes whenever a new alertis detected. CI i ck on it to reset it
alertsodo state.

1 (_): Shows the time of the most recent raised alert.
2. Tabs: See appropriate section for details of each tab.
3. Sub-tabs
4. Menus

ﬁ: Help.

Action: Action will be applied to each selected row.
Edit: Filter the current view by devices, types, etc.

>

@ Refresh list to obtain latest data.

=A =4 =4 -4 A

G Export current view to a CSV file.

By selecting the column heading, the column will be sorted. By selecting the column again the sort is
reversed. The sort direction is shown in the column heading.

1.3 Monitor Types
The following conditions can be monitored within the EmNOC system. These are referred to as
monitor types

1 Exchange 2003 Server:  Provides queue information from the local and remote queues.

1 Hard Disk Health: ~SMART data from the physical disk drives.

fHard Disk Usage: Thedevi ceds hard dr itotakand useg space.l partitionsé®o
i Interfaces: The Ethernet Interfaces on the device.

9 Memory : The physical memory of the device.

9 Processes : Not available in this release.

9 Printer Supplies:  The supply levels in any manageable network printer, e.g. toner.

9 Total CPU Usage: The total CPU utilization for the device.

1.4 First time setup

1.4.1 Registration
On accessing the EMNOC portal website, you will be presented with the login page:

Page5 of 57 All rights reserved i Emnico Technologies Limited EMN’
Company No. 6390125, VAT No. 922 1885 25 guivS S



& EmNOC Login - Windows Internet Explorer

Safety v Tools v @~

Helpx»

EmNOC (Emerging o i add g Not rtal
- ease H’]DUT your emaill aadress an ot a portal user
Network Operations TEemT yet?

Center) offers a To register, click here.
comprehensive suite o Forgotten your

of Network and Service password?
Assurance Tools for FESSTEm! To reset it, click here
IT Professionals and Signin

Service Providers.

Emnico Technologies Ltd registered in England - Dauntsey House, Stanehill Green, Swindon SN5 7THB
Company Registration: 6390125, VAT Registration: 922 1885 25 - Copyright @ 2007-2009 Emnico - All Rights Reserved

€ Internet | Protected Mode: On A v ®100% ~

On your first visit, you will need to register. Select the registration option and enter your details in the
registration page. Select Submit and follow any further instructions to become a portal user.

*Email Address: @ 58must contain an @' character

EmNOC (Emerging *First Name:

Network Operations “Last Name:

Center) offers a *Password: ;)

comprehensive suite *Canfirm Password: e

of Network and Service Phone Number:

Assurance Tools for Mobile Number:

IT Professionals and

Service Providers. *Company Name:
*Address Ling 1

Address Line 2
*Town/City:
CountyState:
*Country:
*Postcodel /P

Free for up to 5 devices. Position:

Register to:
' . Checkthis box if you would like to create an
SMS Account: [ a SMS account. For more details click an the Info icon.

» Monitor yours and/or your + indicates required information
customers' MNetworks
remotely -
e Receive email/SM5 slerts
* Manage your Inventory
* Produce comprehensive
Reports

Emnico will not forsard your details to any third party unless you
selectto create a 25MS account. YWe will then only forward the
minimurm information that our partner 25WS needs to create your

...ahd much. much maore account
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1.4.2 Create New Domain.
Within EmNOG a domain represents a network you want to manage . If this is the first time you have

logged on, you will be prompted to create a new domain when you select the Domains tab (see the
Domains section for more details).

Once your domain has been created, proceed as follows to begin the discovery process:

1 Select the domain entry you just created.

1 Use the Download Probe action to download the associated probe on the computer you
intend to run it on .

1 Execute the download file to install the probe. Once installed, the probe will initiate the
discovery process.

When this has finished, you can review the discovered devicesfrom the |nventory tab and identify
those you wish to monitor for alerts and trends. By default, only the device that r uns the EmNOC
probe is monitored. Use the Action menu from the account tab to enable monitoring for other devices
(see the Account section for more details). The probe will now start collecting data and generating
alerts.

You may also wish to review the initial set of alerts and decide which ones you are interested in, e.g.
Device Up/Down for unmonitored devices (see the Alerts section for more details).
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2. Domains

2.1 Domains
The Domains tab allows the user to maintain existing domains and to create new ones.

The following actions are available from this tab:

2.1.1 Add Physical Domain

This is used to create new domains. Give the domain a name (required) and a brief description
(optional). To finish, select either the Download Now or Download Later button. If you choose to
download the probe later, you will have to use the download p robe action as detailed below. Devices
cannot be monitored until a probe has been installed and is working correctly.

2.1.2 Share Physical Domain
This allows users to share access to domains in their control with any other user already registered on
the EmMNOC portal.

Share domain

Users who may view domain PC01

Privileges
View only Full access

Add a user to view domain PC01

Close

Users can be added by entering their email addressin the box at the bottom. Users sharing the
domain can either be given Full access, i.e. the same level of control as the sharer, or they can be
restricted to View only.

2.1.3 Delete Physical Domain
Remove a physical danain. Warning: this will delete all recorded data from the EmNOC portal.

2.1.4 Download Probe
Use this option to download the probe for this domain. Once downloaded, the probe can be installed
on the local device (see here for more details).

Note: EmNOC Probe requires the following software package to be installed. Without it the EmNOC
Probe will not function. If you need to download you can use the link in
the list:

1 Microsoft .NET Framework V2.0 or above (available from Windows Updates).
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2.1.5 Move Probe
Transfer the probe software to a different device.

2.1.6 Upgrade Probe

When a new version of the probe is available, the domain will be flagged with an = icon. Use this
action to indicate you wish to upgrade the probe. It will be downloaded the next time the probe runs.

2.1.7 Domain Settings

This allows entry of settings that will apply to all devices in the selected domain. These can be
modified at the device level from the inventory tab (see here for more details). The settings are
entered as follows:

2.1.7.1 WMI Login

The WMI Login page allows the user to change the default user name/password combination that is
used when trying to retrieve management data. The se settings are applied to the probe running for
that domain.

1 User Name : Specifies a Windows user name that will be set as the default to be tried on all
Windows devices that are not running SNMP. This should also include the domain. For example
OAKWOODjonesf

9 Password : The password to use with the given user name.

1 Confirm : Re-enter the password for confirmation.
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